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Introduction 

 Have you ever unlocked your phone or tablet without touching a button, or accessed your 

bank account with just a glance? These are just a few common examples of how facial 

recognition technology (FRT) is becoming an integral part of today’s society. FRT is a cutting-

edge innovation that enables artificial intelligence (AI) to recognize and identify an individual 

based on their unique facial features. By using advanced algorithms, FRT was able to scan and 

compare an individual facial features with its database to verify a match. As a result, FRT has 

become commonly used by law enforcement agencies to assist with identifying potential 

suspects, or locating missing individuals (Ryan, 2023). Furthermore, FRT has been adapted for 

general use due to the technology providing a convenient, and secure way to prevent 

unauthorized access to sensitive information, such as banking account and personal information. 

However, despite its widespread use, FRT sparked significant concerns regarding issues such as 

potential misuse, privacy violation and the potential risk of false identification. Thus, to better 

understand these issues, one must explore the background of FRT and its development.  

Background 

 According to Raviv (2020), the development of facial recognition technology can be 

traced back to the pioneering efforts of engineers Woody Bledsoe and Helen Wolf in the early 

1960s. Bledsoe and Wolf attempted to train computers to recognize human faces, but this proved 

challenging due to the machine’s inability to accurately decipher human facial expressions and 

emotions, which lead to inconsistent results. Despite these challenges, their groundbreaking 

research eventually laid foundation for future advancement and inspired others to take up the 

mantle. One notable figure is Takeo Kanade, a Japanese computer scientist, who was able to 

develop a computer program that would successfully recognize an individual facial structure 



 Facial Recognition Technology  3 
 

such as noise, mouth and eyes (Raviv, 2020). However, it wasn’t until the early 2000s that FRT 

started to gain significant momentum and wider influence, largely due to the advancements in 

technology that enable facial data to be capture perfectly and provide a more accurate 

assessment. The advancement make in FRT has brought about transformative changes across 

various sectors, such as the Law enforcement and commercial, offering improved security, 

efficiency and especially convenience.  

Potential Benefits 

 Facial recognition technology (FRT) offers numerous potential benefits, particularly in 

the field of security. One of the most notable application of FRT is in aiding law enforcement and 

improving public safety. By accurately identify an individual in a crowded area, FRT can help 

police officers track down and locate suspect or a missing persons with great precision. 

Additionally, it may also assist law enforcers in verifying the identity of individuals that refuse to 

cooperate or provide false information about their identity. Beyond law enforcement, FRT can 

enhance efficiency and convenience in high-traffic areas such as airports by accelerating the 

check-in processes (Weiss, 2005). According to Pasquarelli (2019), FRT is often used in the retail 

sector to recognize customers at the store, and then use the data collected to personalize the 

customer shopping experience. As a result, this helps boost the sales at the stores, and improve 

customer satisfaction, making it likely for the customer to return to the store again to shop. 

Despite these benefits, the growing use of FRT raises significant legal and ethical concerns, 

particularly related to privacy and data protection. Thus, addressing these issues is crucial as 

technology continues to evolve. 
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Legal and ethical issues  

 Despite the widespread use of facial recognition technology (FRT), it faces significant 

opposition from the public particularly concerning the issues of privacy and data protection. One 

of the primary criticisms of FRT is the collection of sensitive personal information, which leads 

to the concern about security and protection of these data, and whether individuals have the right 

to opt out. According to Ryan (2023), the public fears that FRT could cause public places like 

restaurants or parks to start collecting personal information without individuals’ knowledge or 

consent, resulting in a breach of privacy. Additionally, there are also concerns about misuse of 

FRT. Many worry that constant surveillance would infringe on individual’s right to privacy and 

create an environment where people conformity out of fear of being watched or unfairly targeted. 

Lastly, deployment of FRT in law enforcement causes concern that certain demographic groups 

will be more likely to be targeted than others, and potentially lead to discriminatory practices. As 

a results, all these issues highlighted the need for stricter regulation of FRT, and the importance 

of transparency regarding data collection. However, legal and ethical issues weren’t the only 

issue that FRT is currently facing, there is also a rising concern regarding the security measures 

of FRT. 

Security concerns 

 As the world becomes more technologically advanced, the threat of hackers or deepfake 

technology has become a critical issues. Like any other technology, facial recognition technology 

(FRT) is vulnerable to these types of attacks. Since FRT collected sensitive biometric data on an 

individual, if a hacker manages to break into FRT security systems, the hacker will have access 

to all the sensitive data, allowing the hacker to use the data indefinitely for identity theft or other 

wicked means. Unlike password or PIN where you can change or reset easily once it 
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compromised, biometric data is much harder to change. As a result, if biometric data is breached, 

it will likely remain a permanent damage and can lasted throughout a person’s lifespan. 

Furthermore, another security issues that FRT is facing concerns the use of deepfake technology. 

According to Lai and Rau (2021), people with access to deepfake technology could swap face 

with someone else, and thus enable them to impersonate another individuals for fraudulent 

purposes. As a result, this technology could be used to manipulate or bypass the security 

measures of FRT and allow access to sensitive information when it shouldn’t have been allowed. 

Therefore, FRT needed to strengthen its security measures against hacker and deepfake 

technology. One possible way to address this issues is by having multi-factor authentication or 

encryption of biometric data to minimize these risks, and ensure the protection of sensitive 

information being collected by FRT. While multi-factor authentication or encryption can provide 

a possible solution to the ongoing security issues, FRT is still plague by social issues concerning 

biases that disproportionately affect certain demographic groups.  

Social problems 

 One of the major concerns with facial recognition technology (FRT) is that it has been 

shown to demonstrate bias against certain demographic groups. Benedict (2022) highlights 

numerous instances such as the case with Robert William, where the FRT inaccurately identifies 

him as the main suspect, leading to him being detain for about thirty hours. As a result, this was 

one of the many cases that demonstrate FRT bias, and inaccuracy in identify people of color. Due 

to this bias, it often leads to innocent individuals, particularly people of color, being detain or 

even arrested for crimes they didn’t commit. Additionally, FRT has the potential to be misuse for 

harmful purposes, such as cyberbullying. According to Lai and Rau (2021), there have been 

cases where individual misuse FRT to track and harass another individual online, which raises 
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concerns about privacy and personal safety. Thus, if FRT is to become an integral part of our 

society, further research into AI training, law or regulation is required to address these essential 

issues.  

Further Required Research 

 Although facial recognition technology (FRT) brings a lot of benefits to society, it also 

has some drawbacks that will required further research. Future studies on FRT should focus on 

improving the accuracy and fairness of the FRT system. One possible way is to train artificial 

intelligence (AI) using a larger and more diverse database, which could potentially reduce biases 

and improve its performance across all demographic groups (Benedict, 2022). Another possible 

studies could be on possible security measures, such as encryption or multi-factor authentication, 

to deploy on FRT to safeguard the sensitive data it collects and prevent possible misuse. Lastly, 

there should be a lot more research to find an effective way to regulate FRT, so that it can be 

utilize for its benefits without infringing on individual rights of privacy. According to Ryan 

(2023), currently there is no comprehensive federal regulation on the use of FRT. However, some 

states in the USA, such as Illinois, have taken initial steps to adopt a law known as Biometric 

Information Privacy Act (BIPA). This law grant individuals’ complete control over their own 

biometric data and requires companies to obtain consent and notify people when FRT is being 

used to collect information. As a result, BIPA not only helps protect an individual right of 

privacy, but it also helps promotes transparency in the use of FRT, which could help to build FRT 

image and gain public trust in it. Therefore, the federal government should consider adopting 

similar principles from BIPA and put more effort into further research to develop a 

comprehensive federal regulation over FRT use.  
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Conclusion 

 Overall, facial recognition technology (FRT) offers various benefits to society, such as 

enhancing security, identifying criminals, locating missing persons, and even improving 

shopping experiences. However, like any other technology, it also has its downside. Public 

perception of facial recognition technology (FRT) is often negative due to the concern regarding 

privacy, potential misuses, and discriminatory practices. Despite these concerns, FRT is still 

evolving and has demonstrated its value across various sectors, including law enforcement, 

commercial use and security. With enough research and proper implementation, FRT has the 

potential to improve security, achieve higher accuracy rates, and further enhance customer 

shopping experience and satisfaction.  
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